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Our Mission: To partner with our
clients as a Security Advisor. We
provide our clients with managed
services, consulting services and
recommend solutions based upon the
client’s business requirements.
Through our partnership, we will
work together with you to secure your
organization’s technological needs.

You’re Better Off Giving Your
Employees A $1,000 Bonus Than
Being Cheap With Technology
Imagine, for a minute, that you’re the CEO
of a scrappy, promising new start-up. In the
beginning, it was just you and two other
employees working on dinky PCs out of a
12-by-12-foot office, but times are picking
up and the company is heading into the
uncharted waters of rapid growth.

with finding the cheapest cyber security
solutions available. Sure, he may not be an
expert, but he understands computers.
What could go wrong?

He scours the web, perusing dozens of
“Top 5 Cheap Firewall Software” articles,
and, with the help of a scrappy how-to
As the business moves into the public eye
guide, installs what seems to be the best of
— and, in turn, the hungry eyes of potential the lot on your servers and across all your
hackers — it’s become obvious that you’re
computers. The entire process takes 10
going to need to lock down your data. At
hours, and costs the company next to
this critical stage, a cyber-attack could mean nothing.
the death of everything you and your team
Potential crisis averted, you turn your
have built.
attention to other matters. We’ll revisit our
But the budget is looking lean. Everything
cyber security later, you think, once we
you’ve done so far has been by the skin of
have a little more financial wiggle room.
your teeth, so why should security be any
Across the following year, the company’s
different? You put one of your more techsuccess skyrockets. The phone is ringing off
savvy employees on the case, tasking him
the hook, new business is flooding in and
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your profit margin is exploding. You even ended up
snagging a feature in Entrepreneur magazine. Your company
is the envy of all your peers.
That is, until the day that you get hacked. One morning, an
advanced strain of ransomware easily sidesteps your free
antivirus and starts wreaking havoc. It slithers through your
systems and locks you out of everything, from client data to
basic Word documents, and encrypts it behind a paywall,
demanding $50,000 in Bitcoin or you’ll lose access to all of it
— forever.
You couldn’t make room in your budget for a robust cyber
security solution. Well, how does that $50K ransom strike
you?
This may sound like nothing more than a horror story, but
in reality, this happens to business owners all over the
world each and every day. An IBM security study from last
December discovered that over half of businesses surveyed
had paid over $10,000 in ransomware payoffs, with 20%
paying over $40,000. And that’s not even including the

“The fact is, when your
time, money and business
are on the line, it simply
doesn’t pay to be cheap
when choosing your cyber
security technology.”

millions of dollars of damage caused by other forms of malicious
software every year.
The fact is, when your time, money and business are on the line,
it simply doesn’t pay to be cheap when choosing your cyber
security technology.
Think of it this way. Say, with your free antivirus, you’re
“saving” $100 a month. Lo and behold, a virus manages to
punch its way through and causes chaos throughout the
company server. Even if you’re lucky and it isn’t ransomware,
by the time you’ve managed to expunge the stubborn virus from
your business, you’ll have put in countless man-hours,
guaranteed to cost you more than that $100 a month. Instead of
throwing those thousands of dollars down the drain, you’d be
better off giving each of your employees a $1,000 bonus!
Free antivirus software, giveaway cyber-protection, or a $5
firewall seems like a great idea, until a hacker cuts through your
company’s defenses like a warm knife through butter. These
guys love when they see these outdated, cheapo barriers
guarding your priceless data — those are the paper-thin
defenses that keep hackers in business.
You wouldn’t buy a rusty, secondhand old lock for your house,
so why are you installing primitive cyber security software to
protect your most precious company resources?
In today’s world of rampant cybercrime, it’s inevitable that
somebody will come knocking at your digital door. When that
day comes, do you want a free piece of software that you saw on
LifeHacker, or a tried-and-tested, up-to-the-minute,
comprehensive security solution?
Don’t be shortsighted and risk everything just to save a quick
buck. Invest in your company’s future, and protect yourself with
the most powerful tools on the market.

Free Report: What Every Small-Business Owner Must Know About Protecting
And Preserving Their Company’s Critical Data And Computer Systems
This report will outline in plain nontechnical English common mistakes that many
small-business owners make with their computer network that cost them
thousands in lost sales, product ivity and computer repair bills, as well as
providing an easy, proven way to reduce or completely eliminate the financial
expense and frustration caused by these oversights.

Download your FREE copy today at
www.SpartanTec.com/protect
or call our office at (843) 639-5613.
Get More Free Tips, Tools and Services At Our Web Site: www.SpartanTec.com
(843) 639-5613
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Shiny New Gadget Of
The Month:

Picture Keeper Connect,
The Best Way To Back Up
Photos On The Go
Nothing feels worse than having to
delete an old favorite to make room
for some new photos. The Picture
Keeper Connect solves both of
these issues, providing easy-to-use
backup for your phone or tablet.
The Picture Keeper Connect, which
looks a lot like a conventional flash
drive, is designed specifically to
back up photos, videos and contact
information with just a couple of
button presses. It plugs into your
phone and gets to work. Even
better, it can do all of this without
the need for WiFi or network
connection. It keeps your photos in
their designated album, meaning
you won’t end up with a cluttered
mass of photos when you transfer
them to a new device.
Simple, functional, and portable,
the Picture Keeper Connect is a
must for any avid smartphone
photographer.

4 Tips to Lower Your 3rd-Party Cybersecurity Risk
The headlines after cybersecurity breaches
always reference the big guys attacked: 50
million Home Depot customers had payment
information exposed when a third-party
vendor was compromised; RT Jones Capital
faced SEC charges when a third-party hosted
web server was breached; Goodwill Industries
International saw customer credit card
information stolen after a payment processor
error.
All these attacks have one thing in common:
Third-party vendors were the weak link that
left presumably secure companies vulnerable
and their customers angry. These types of
breaches, where a thief gains access by posing
as an authorized user, take months (or close to
a year) to detect. While cyber thieves steal
your customer data, expose your internal
network and ruin the trust customers put in
your hands, the business can appear to be
running smoothly.
When a breach is finally detected, the costs
can run high. In the case of Home Depot, it
took $19.5 million to settle the class-action
lawsuits filed when customers were made
vulnerable. Could your business afford that
kind of attack?

caused by someone in your organization or an
outside vendor accessing your network
becomes hugely expensive in part because it
looks like regular work and goes
undiscovered for so long.
The threat from a third-party operator can
occur via a phishing email, by someone
collecting intelligence for your competitor, or
even someone looking to compromise your
data and cover his tracks.
Partner with Less Risk
As a growing business, you understand the
discipline of holding your employees and
vendors accountable. But there are steps you
can follow to keep your relationship with your
vendors secure.

•

Assign privileges. Not every vendor
needs access to the family jewels, so limit
access to your network to areas your
vendor requires to fulfill obligations to
you.

•

Assess third-party access. Keep a log of
vendors, their contact information and
data they can access. Make sure you can
reach your vendor quickly should a
breach occur.

•

Identify vendor weak spots. Does your
vendor use internet-connected devices
that can be hacked? Is your vendor
exposed via IoT or the cloud? Request a
security assessment report from your
vendors that details the security in place
to mitigate their risk—and yours.

•

Ensure patches are up to date. You
wouldn’t put up with your own shop’s
sloppy record keeping and delays in
patch implementation. Make sure your
vendor meets your standards for IT
security and due diligence.

Know Your Vendors
You need healthy relationships with your
vendors, especially if you’re a smaller
company that relies on them to expand
business capabilities and operations. But
you’re putting your relationship and your
business future completely in third-party
hands if you’re not evaluating your vendors’
security practices.
Employee and contractor negligence is far and
away the greatest cause of data breaches –
nearly 65 percent of incidents as cited in the
recent Ponemon report. The insider threat

SpartanTec, Inc. can deliver customized
technology solutions and services to safeguard
your third-party access. We offer superior
security solutions that can be customized for
any-sized business. Contact us to learn how
we can protect your assets – and your
reputation.
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NEVER Throw Your
Boarding Pass Away, Not
Even After Your Flight
Everybody knows that a
boarding pass is mandatory
in order to board a plane.
While we’re in the airport, we
keep a close eye on our
boarding passes, clutching
them in our hands like
they’re precious gems. But
after we land, pretty much
everyone ditches the ticket,
whether it’s lost on the floor,
compacted in the washing
machine or thrown directly
into the trash.
This may seem innocent
enough, until you realize the
abundance of personal

October 2017

information encrypted on
your pass. You’d be amazed
at the information a person
can glean just by scanning the
QR code on the ticket: your
home and e-mail addresses,
your phone number and even
your bank information! When
you get rid of your next
boarding pass, shred it. Your
bank account will thank you.
LuxuryAndGlamor.com
2/5/2016
Are You Missing This One
Critical Component In Your
Business? If So, You Are
GUARANTEED To Be
Losing Sales As Inc. writer
Rohit Arora puts it, “It may
be 2017, but many companies
are still conducting business

like it’s the 20th century.”
According to data collected in
a recent CNBC report, close
to half of small businesses
don’t even have a website,
and even fewer — around
36% — use a website to stay
in touch with their customers
and prospects. But if we can
learn something from Nick’s
Pizza & Deli in New Jersey,
it’s that even the smallest
companies can leverage new
technologies to dramatically

Cybersecurity Facts and Statistics
One in five businesses fall victim to cybercrime each year and that number
is GROWING.
(Source: National Cyber Security Alliance)
Cyber crime damage costs to hit $6 trillion annually by 2021.
Cybersecurity spending to exceed $1 trillion from 2017 to 2021.
(Source: CSO)
Half of all cyber attacks are aimed at SMBs.
(Source: Forbes Article, “5 Ways Small Businesses Can Protect Against Cybercrime”)
Global ransomware damage costs are predicted to exceed $5 billion in
2017.
82,000 New Malware Threats are Being Released Daily

(Source: PC World)

increase sales. The restaurant
partnered with a company
that builds websites for small
businesses, granting them
online ordering capabilities.
As a result, Nick’s owner
estimates an increase in
annual revenues of around
15% to 20% in only six
months. When you make it
easy for your customers to
pay, you drive further sales.
It’s that simple. inc.com
8/6/2017
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